I. INTRODUCTION

D
IGITAL watermarking consists of embedding and retrieving information in various media such as images, video, audio, 3-D graphical objects [1] - [4] , etc. Digital watermarking of 3-D objects has different requirements such as surface preservation following watermarking, robustness to 3-D object changes, high bit capacity as well as high watermark security. It is well known that a watermarking method improving on any of these requirements can limit its performance with respect to the other three and usually an appropriate tradeoff is sought in a robust watermarking method. Robustness is achieved when the watermark can be retrieved even after the stego-media (the media containing the watermark) has been processed or attacked intentionally with specific algorithms. Depending on whether the original cover-media is needed or not in the detection stage we have nonblind and blind watermarking [4] . The methods from the first category usually have good robustness [5] , but they are not suitable for most applications. In this paper, we consider robust and blind watermarking of 3-D shapes represented as meshes.
Watermarking of 3-D graphics was performed in the spatial and transform domains. Various watermarking methods use ratios of geometric measures [1] , [2] , [6] or the enforcement of local constraints [3] for embedding the information in the spatial domain. The transform domain watermarking methods consider the mesh spectral domain [7] , [8] , wavelets [9] , manifold harmonics [10] , or parametric surface representations [2] .
Most of the transform-domain watermarking methods provide increased watermark security but are usually nonblind [5] , [8] and have low bit-capacity capabilities. In [11] , blind watermarking is achieved in the transform domain by constraining the shape of the spectral coefficient distributions in 3-D, using principal component analysis (PCA). Surface normals have been used as the watermark carrier in [12] and [13] , but the watermark detection in these methods is sensitive to object rotation. Watermarking methods can also be categorized as statistical [14] , [15] and deterministic [3] . The methods from the first category extract the watermark using a statistical test, while those from the second category employ a set of constraints for extracting the bits one by one. Usually, deterministic methods allow a higher capacity of information embedding, making them suitable for steganography, but, on the other hand, they achieve a lower robustness to attacks.
In [14] , watermarks are embedded in distributions of distances from vertices on the 3-D object surface to the principal axis of the object. The vertex norm, representing the distance from vertices on the object surface to its center, is considered as a statistical variable in [15] . Two statistical methods are proposed in [15] by changing the mean or the variance of distributions of vertex norms. This method was shown to embed watermarks which are robust against most common distortion attacks such as additive noise, smoothing and mesh simplification. Most of the existing 3-D mesh watermarking methods produce bump like changes on the surface of 3-D objects. This paper proposes a new approach to blind digital watermarking of 3-D object shapes represented as meshes, aiming to preserve their surface. First, a reference system is defined by randomly selecting a source location and aligning the object using the volumetric PCA [16] . Considering the source location as reference, the 3-D object is split into strips of equal geodesic width. The geodesic distance, which takes into account the local surface variation, was shown to be the most appropriate measure for calculating the distance between two different points on a mesh [17] - [20] . Geodesic distances are invariant to translation, rotation and vertex reordering. Moreover, uniform scaling changes the numerical value of a specific geodesic distance but not the ratio of two geodesic distances. Normalizing all geodesic distances to the interval solves the uniform scaling problem. The fast marching method (FMM) was proposed for the calculation of geodesic distances between two locations on the object mesh surface [21] - [23] . Empirically, it was observed that vertices from each strip define a uniform distribution of geodesic distances. During watermark embedding, the mean or the variance of distributions of geodesic distances corresponding to the vertices from each strip is changed according to the bit to be embedded. The Vertex Placement Scheme (VPS) algorithm is proposed for displacing vertices on the 3-D object surface as required by the corresponding histogram mapping procedure. The vertices are moved on the object surface along directions which are perpendicular to the geodesic front lines. The message is embedded when all vertices comply with the marked geodesic distance distributions. By changing geodesic distances as proposed in this study we ensure a minimal distortion to the object shape surface. Section II introduces the geodesic distance calculation and the FMM method, while Section III details the stages of the proposed methodology corresponding to the initialization, histogram mapping, the vertex placement scheme, and the watermark detection algorithm. Section IV contains the mesh distortion analysis and provides the bounds for vertex displacement. Section V presents the experimental results, while Section VI details the conclusions of this research study.
II. GEODESIC DISTANCES ON MANIFOLDS
The proposed graphics watermarking methodology consists of splitting the object into regions and statistically embedding a single bit into each region. In order to ensure the robustness to attacks we consider statistics of distance measures calculated from the 3-D surface. The Euclidean distance simply calculates the shortest distance between locations in space without considering any specific information about the object shape. In contrast, the geodesic distance calculates distances along the minimal path on the surface of the object [17] , [18] , [21] , [22] . By displacing vertices along their geodesic distance paths, which are consistent with the 3-D object shape, we can embed robust watermarks which do not visibly change the given mesh surface. In the following, we outline a few concepts about calculating geodesic distances on manifolds.
We consider an object , as a triangulated manifold which is represented as a mesh containing vertices , where is the total number of vertices. The vertices are joined by edges forming polygons that model the 3-D shape surface. Let us consider a curve , where is a parameter, onto the surface of the object, which joins two different points . The points are located on the object surface, but they are not necessarily part of its vertex set. There are a multitude of ways for joining the two given points such that the connecting curve is completely contained on the surface of the graphical object. The geodesic distance is the shortest length over all continuous paths defined by the geodesic curve between the endpoints and
where represents the local derivative of the parametric curve, and is an intrinsic metric, considered as in this study. A geodesic map calculates the geodesic distances from all points on the object surface to a set of known source locations. The geodesic map to a single source point is shown coded using colors on the Bunny object in Fig. 1(a) , where the reference point, representing the source for evaluating the geodesic distances, is indicated by a small red (online version) circle on Bunny's year. The pseudo-color varies from blue to red, according to the geodesic distance from the source point. In the following, we consider a single source location and denote , where is an arbitrary point on the surface of .
One way for solving (1) is by considering that the distance function satisfies the intrinsic Eikonal equation [22] , which is a nonlinear partial differential equation given by (2) such that there is a start location with , where and represents the norm. Physically, the solution is the shortest distance from to using only paths contained in , where is the propagation speed at location . In the following, we assume that the propagation speed is constant all over the mesh and consider . The idea for solving the Eikonal equation is to find an approximation to the gradient term which correctly deals with shape variations including folds and creases [21] .
Various solutions have been proposed for calculating the geodesic distance [18] - [20] . An approximate solution for solving the eikonal equation (2) on triangulated manifolds is provided by the FMM [18] , [22] . FMM ensures that every vertex is updated only once by progressively advancing the front-of-distance calculation in an upwind direction starting from the source (reference location) . At any time, when applying this method, the object vertices are split into three sets: representing the processed vertices, for the vertices on the geodesic distance front line, and containing the vertices whose geodesic distance is not calculated yet, such that , where is the vertex set, and where the intersection of any two of these sets is empty. Initially, the source points are labeled as . Neighbors of the source points are marked as . As soon as a vertex has its geodesic distance calculated, it is moved from set to set . The neighbors of are moved to the front set , if . All of the remaining vertices, whose geodesic distances are not calculated yet, are part of the third set . The vertices from define the propagation front line, and they are ordered according to their geodesic distance to the source location. Only vertices from the set are considered each time for inclusion in the set , and only vertices from have their geodesic distance calculated. FMM ensures that changing the geodesic distance of a specific vertex will not affect the previously calculated geodesic distances for the other vertices. This monotonic property of geodesic distance calculation is important for ensuring that we avoid the backward causality problem [3] . The procedure continues as a propagation wave until and are both empty. The computational complexity of this algorithm is , where is the number of vertices.
III. GEODESIC FRONT PROPAGATION WATERMARKING METHOD
In the following, we consider watermarking the graphical object by displacing vertex locations on its surface, along the direction of the FMM propagation front. The proposed watermark embedding method has the following steps: defining the source location, segmenting the object surface into strips, forming geodesic distance histograms, and the vertex placement scheme for watermark embedding.
A. Defining the Source Location
As described in Section II, the FMM requires a source location which is considered to be a reference for calculating the geodesic distances. The source location should be robustly located, such that it can be found even after the graphical object would have been attacked. We consider two possible ways for deciding the reference position for calculating the geodesic distances: as the intersection between a line of random direction, cast from a specific location, such as the object center, to the mesh surface, or by using a robust feature point detection algorithm such as in [24] . The random direction is generated according to a secret key. However, this scheme relies on the robust location of the object center as well as on the proper alignment of the watermarked object. Attacks that affect the object center and the principal axis orientation may lead to errors in the watermark detection stage due to the lack of synchronization. On the other hand, a method relying on a source located at a well-defined object feature may require a high computational complexity while lacking security, since an attacker can easily guess such source locations. In the following, we describe a blind method for defining the source location using 3-D shape moments.
In order to obtain a robust source location, we propose to use a robust alignment scheme called the volume moment alignment [16] . The volume moments of a 3-D object are defined as (3) where are moment orders and is the volume indicator function (it equals 1 if is inside the mesh and 0 otherwise). For a triangular face defined by the vertices on a mesh object, the volume moments are (4) The complete set of explicit volume moment functions can be found in [25] . The object center is given by (5) while the second order moment of the 3-D object is given by (6) After eigendecomposing the covariance matrix , we obtain the principal axes of the object (7) where is the diagonal matrix containing the eigenvalues and is the matrix whose rows are the eigenvectors of . The orientation of the object is given by the eigenvectors defining its principal axes while its extension along each of these axes is given by the eigenvalues. In order to define a unique axis alignment, we use two constraints [16] . First, the direction of the third axis is defined as the cross product of the first two (the right-hand rule). Second, the valid alignment satisfies the condition that the third-order moments and of the rotated object are positive. For finding the location of the source , a random direction is cast from the object center according to a secret key. The source is defined as the intersection between the line with the direction of this vector passing through the object center from (5) , and the mesh surface as , where is a parameter. There are two extreme situations: when there is no intersection with the object surface and when there are multiple intersections. In the former case, additional random directions are generated until an intersection with the object surface is found. In the latter case, the intersection which is the furthest away from the object center is chosen as the source location.
B. Iso-Geodesic Mesh Strip Generation
Let us define and as the minimum and maximum geodesic distances calculated for the object from a source location . There are few vertices whose geodesic distance are close to either or . For the sake of statistical relevance as well as for improving the security of the watermark, such vertices are not considered for watermarking. The range of acceptable geodesic distances is trimmed to the range (8) where depends on a key. Considering a watermark code of bits, the object mesh is segmented into strips, each used for embedding a single bit. The geodesic distance width for each strip is (9) Let us consider as the set of vertices, which are located in a specific range of geodesic distances calculated from the source location and characterizing a mesh strip on the object surface (10) for . should be sufficiently large in order to define regions which contain a statistically consistent number of vertices available for watermark embedding. Fig. 1(b) shows how the graphical object Bunny is split into strip regions.
C. Statistical Watermarking by Histogram Mapping
After splitting the graphical object into strips of equal geodesic width, according to (9) and (10), each strip is associated with a bit from the watermark code. According to empirical experiments on several mesh-based representations of shapes, we observed that the geodesic distance distributions corresponding to vertices contained in each iso-geodesic strip are almost uniform, which means that their expected means and variances are of values 1/2 and 1/3, respectively. Due to this property, in the following we consider geodesic distances, calculated for the vertices inside each strip, as a random variable suitable to be used for embedding information bits by introducing specific local distribution asymmetries [14] , [15] .
In the proposed method we embed one bit into each isogeodesic distance strip. Let us define the statistical variable representing the geodesic distance from a vertex to the source location as . We record the minimum and maximum geodesic distances within each strip as and , in order to be later used for the inverse normalization. The statistical variable is first normalized to the range by (11) where and are the th elements of and , respectively. In the following, we consider two histogram mapping functions for embedding the information as in [15] . The first histogram mapping function changes the mean value of the statistical variable , which corresponds to the vertex . Assuming that is uniformly distributed, the expected mean value of is 1/2. In order to embed a bit, the mean value of is changed as follows:
where is the watermark strength factor, influencing the visual distortion and robustness, and , for , is the bit to be embedded in the th mesh strip.
In order to fulfil the relationship from (12), the first histogram mapping function is (13) where is the resulting histogram mapping variable corresponding to and is a parameter which models the shape of the histogram and depends on the watermark strength as if if (14) Finally, the watermarked geodesic distance is obtained by mapping back to the original interval as (15) The second embedding method changes the variance of the statistical variable . In this case, is normalized to the range
The expected variance of variable is 1/3 for a uniform distribution. We embed a bit by modifying the variance of according to if if (17) The second histogram mapping function for modifying each element from the set is defined as (18) where the parameter is calculated with respect to as if if (19) Accordingly, the watermarked geodesic distances are obtained after inverse normalization as (20) A crucial requirement for graphics watermarking is to produce undetectable changes in the object surface. These statistical changes are embedded invisibly into the surface of the 3-D objects according to a new approach, entitled the vertex placement scheme (VPS) described in the following section.
D. Vertex Placement for Marking Geodesic Distance Distributions
Here, we explain how, by changing locations of vertices, from inside each strip of the 3-D shape, we change their corresponding distribution of geodesic distances such that it fulfils the conditions imposed by the embedded information bits. In order to enforce such changes, data samples of the watermarked distributions, calculated as in the previous section, are associated to the geodesic distances of vertices that are displaced.
Let us consider the framework based on the FMM from [22] by using similar notations and figures. The proposed watermark embedding procedure for a particular triangle is called VPS. Let us consider the vertices and as having their geodesic distances . The following study explains the displacement for the vertex and can be easily extended for all of the vertices inside the strip and eventually to the entire object . When the angle inside triangle is acute, then we have the monotonic property for their geodesic distances . Let us denote the lengths of the triangle sides as , and , as shown in Fig. 2(a) , and denote the geodesic distances between its vertices, calculated along the FMM front, propagated with respect to the source location , as (21) (22) (23) Kimmel and Sethian have shown in [22] that the value of can be calculated using FMM, by assuming and known, according to the equation (24) The solution must satisfy two conditions: (25) means that which conforms to the monotonic property. The second condition of (25) means that must be updated from within . Thus, the complete updating procedure is given as if conditions (25) are fulfilled otherwise.
An extreme situation for , as the solution from (24), is when . In this case, we have the minimum bound for , constraining the vertex placement location, as (27) In the following, we show that changes to geodesic distances, according to the proposed VPS, ensure a minimal distortion. Let us assume that, in the case of , we have and fixed while changes to following watermarking by VPS. Assuming that , the watermark embedding is performed along the geodesic front vertices . We associate the statistical variables and , derived according to the histogram mapping functions from Section III-C, to the geodesic distance and to that of a new location , which would result after watermark embedding. The problem addressed in the following is about how to move the vertex to a new location , such that its new geodesic distance satisfies , while ensuring a minimal distortion to the graphical object.
The proposed VPS consists of the following sequence of processing steps applied to the vertices from a strip . 1) Calculate from either (15) or (20) . 2) Choose a vertex in the downwind direction of FMM and calculate . 3) While and for less than 50 iterations, repeat steps 4)-6). 4) Locate such that all three form a triangle which contributes to the minimum path calculation for . 5) Apply VPS in by moving to such that . 6) Set , update the geodesic distance by using only vertices from the set and go to step 3).
Step 2) represents the vertex positioning on the object surface by using the FMM following the sampling of the watermarked distribution. Similarly, with [22, Fig. 5] , showing the geodesic distance calculation, we illustrate the VPS procedure in Fig. 2 . In the case when the conditions from (25) are fulfilled, there is a point inside such that and the Euclidean distance , with defined in (23) . Replacing with in (23) and expanding into geodesic distances, we observe that . is the approximation of the equal geodesic curve located at the distance from the source location . In the following, we provide a theorem defining the VPS procedure which transforms into such that , where was calculated in Section III-C, as illustrated in Fig. 2 .
Theorem 1: For , we can find a new point on the line such that , with , where is provided in (27) , and assuming that the conditions from (25) are fulfilled for both and , then . Proof: We can observe that, for any point , we have , where is located inside , and is on the geodesic front line. We have the geodesic distance for calculated from the source location as (28) where we use the fact that are collinear and where the sign before is " " if and " " otherwise. This results in (29) where we consider that and from the first inequality of (25) that . Then, we have
The watermark updating by means of VPS is displayed in Fig. 2(a) . In Fig. 2(b) , we show a perspective view of the geodesic distance propagation. In this figure, we have and, as in [22] , we consider while . We also consider such that resulting in . From , we can observe that the slope of its plane with that of is equal to , which represents the geodesic propagation speed. In Fig. 2(b) , is located in the plane of while we consider such that and . We consider such that resulting in , corresponding to the watermarked vertex following VPS. We can observe that is located in the plane of and, by using the similarity of the triangles and , we obtain (31) which proves that is characterized by the same geodesic propagation speed as .
The following observations and particular cases apply to Theorem 1. The geodesic distance is calculated from within after updating to . For a vertex there may be other neighbors , such that , which may be used for calculating the geodesic distance. If , calculated from the , is smaller than the value calculated from , then the vertex should be updated again using , in order to satisfy the actual geodesic distance , by going back to step 3). Sometimes, a specific embedding of is not possible for a particular vertex . This can be easily compensated by sampling an appropriate displacement for the vertex of the next triangle. Eventually, the distributions corresponding to the watermark conditions of either (12) or (17) will be fulfilled by the whole set of vertices from the given iso-geodesic strip.
A particular situation arises when has an obtuse . In this case, we follow the triangle unfold procedure as detailed in [22] and split into two acute angles and then update the vertex by using the scheme described above. If , where is provided in (27) , then the condition required by Theorem 1 is not fulfilled and will result in an angle which is obtuse. In this case, we choose such that where is a small value and we reassess the updating of statistics for the rest of geodesic distances . The limit situation of watermark embedding corresponding to the condition is represented in Fig. 2(a) for . In the case when the conditions from (25) are not fulfilled, it means that there is no point inside such that [22] , and we use the second equation from (26) 
The proof of Theorem 1 is still valid in this case by substituting with or , respectively. It can be observed that, in any of these situations, VPS preserves the monotonic property of FMM.
E. Watermark Extraction
The watermark extraction algorithm is blind and does not need the cover object in the detection stage but only the knowledge of the number of embedded bits. For extracting the watermark we use the same procedures as for detecting the source location and generating the iso-geodesic mesh strips as described in Sections III-A and III-B. Histograms of local geodesic distances are formed for each strip. Afterwards, statistical tests are used to detect the embedded information. For the first histogram mapping method, the average of the geodesic distances for vertices contained in the mesh strip is calculated and compared with 1/2 to yield Consequently, according to the results of these simple statistical tests, the watermark code is retrieved bit by bit. Error correction codes can be used in order to further improve the watermark robustness.
IV. VERTEX DISPLACEMENT BOUNDS IN ORDER TO ENSURE MINIMAL SURFACE DISTORTION
Let us consider that we change the geodesic distance according to a large variable on a nonflat object surface. Such a situation is shown in Fig. 3 when embedding a watermark by mapping into , while considering as the base for calculating the geodesic distances. We can see that, for a certain watermark mapping , the triangle which follows may be turned over, resulting in visible distortions due to the object surface illumination. So, in order to avoid such effects, we should limit the amount of change in the geodesic distance when embedding the watermark. Let us consider that the vertex is changed to along a perpendicular direction to the geodesic front line defined by and that there is a plane such that and and let us assume that . Then, there is a location such that is contained in the polygon following and adjacent to , with . Following that , we have and . Under these circumstances we can define the following angles:
and between the planes formed by and , before and after watermarking, respectively, with the plane formed by . Let us denote the distance and the angle between and as . It can be observed that the angle becomes after the watermark embedding, representing the angle defining the turn over for . From the law of sines in , we obtain the following relationship:
A condition for avoiding or limiting the turn over is imposed on the value of , and this would result in a maximal admissible geodesic distance change following the watermark embedding such that , imposing restrictions on the amount of displacement caused by the watermark. A consistency check condition, which was used for mesh simplification algorithms [26] , can be employed in order to prevent large distortions. This condition requires that a displaced vertex should lie inside the convex hull determined by planes perpendicular on the object surface which contain the edges that form the first ring neighborhood of , such as in Fig. 3 . A vertex breaking this limit, following the watermark embedding, will cause the normal flip artifact in the watermarked object which would appear as a black triangle on the object surface. The bounding conditions of minimum and maximum admissible vertex displacement, following the watermark embedding, are given by the consequences of Theorem 1 as well as those resulting from (35), as (36)
In Fig. 4(a) , we show a simple mesh surface, while in Fig. 4(b) the same mesh is represented after the watermark embedding using the vertex placement scheme when assuming a single source point in the center. We can observe that several vertices are changed on the mesh according to the embedding procedure described above. It can be easily observed that the vertices are redistributed resulting in circular like effects on the mesh which are concentric in the center of the object. However, after flat shading as shown in Fig. 4(c) and (d) , the mesh perturbations are no longer visible, excepting for the small ripples at the surface boundaries.
V. EXPERIMENTAL RESULTS
The proposed statistical watermarking methodology, described in Section III, was applied on several 3-D graphical objects represented as meshes. In the following we provide the results when watermarking a set of five objects: Bunny, Head, Statue, Dragon and Fandisk. These objects are displayed in Fig. 5 , and their mesh characteristics are provided in Table I . It can be observed that the selected objects provide a diversity of shapes and of mesh characteristics. While Statue is an elongated object, Bunny has many round surfaces, Fandisk is a computer-aided design (CAD) object represented with few vertices and mainly large flat surfaces, Dragon is a complex object, with many faces, displaying a high variation on its surface.
The proposed VPS is applied for embedding watermarks into the 3-D graphical objects. We use the abbreviation ProMean for the method which embeds watermarks by changing the mean of the distribution of geodesic distances, according to (12) , and ProVar when watermarking is performed by changing the variance of the geodesic distance distribution by using (17) . Before the segmentation into iso-geodesic strips, the graphical objects are trimmed by considering in (8) . In the following, unless stated otherwise such as for information capacity tests, we consider embedding watermark codes of bits. The watermarking strength corresponds to for both ProMean and ProVar in all experiments except for those corresponding to the parameter influence assessment. In the watermark extraction stage, the detection ratio is defined as the ratio between the number of correctly detected bits and the total number of embedded bits. For comparison purposes, we also apply the algorithms proposed in [15] , which are called ChoMean and ChoVar for changing the mean or variance of distributions of distances of vertices to the object center. These algorithms change the distributions of distances from vertices to the object center by using a statistical bit embedding procedure as described in Section III-C. The same detection criteria are considered for these algorithms as for the proposed methods in all experiments.
A. Distortion Evaluation
One of the aims for watermarking graphical objects is to achieve a minimal distortion. The quality of the watermarked objects is measured by the method called Metro from [27] , which was shown to provide a suitable distortion evaluation for simplified surfaces. This method approximates the Hausdorff distance between two objects. As the Hausdorff distance is not symmetric, two distances are evaluated: the forward and the backward , calculated between the surfaces of the two objects, interchanging the reference surface as the original graphical object or the watermarked object . The maximum of these errors is used as the distortion measure (37) where represents the root mean square (RMS) error of distances between the vertices from and the closest points from the surface of , while represents the RMS between the vertices of and the closest points from the surface of the object . All distances are calculated as fractions of the diagonal of the bounding box of the mesh. Table II provides the distortion results, measured by from (37) for all four methods when watermarking the set of objects from Fig. 5 . As can be observed from Table II, the graphical object distortion introduced by the proposed watermarking methodology is much lower than that produced by ChoPro and ChoVar methods [15] . Fig. 6 displays the visual effects of the proposed watermarking methods by zooming in details of graphical object surfaces. As can be observed from these figures, the methods from [15] introduce visible staircase artifacts. In the methodology proposed in this paper, vertices are moved in the plane of the triangle containing the current geodesic front line and perpendicularly on that front line. Thus, hardly any distortion can be observed in the watermarked objects when using either ProMean or ProVar methods. The surface distortion analysis from Section IV leads to the derivation of a maximum vertex displacement distance when using the VPS algorithm, as provided by (35), in order to avoid the triangle flip error. If triangles would be flipped over by the VPS embedding, then those triangles can become back-facing instead of front-facing to the lighting direction, leading to black triangles on the object surface due to the inappropriate interaction with the scene lighting. Such distortions are avoided as it can be observed in the watermarked graphical objects. However, the proposed methods do not consider preserving features which represent sharp changes on the object surface and some distortions are visible on the edges of the watermarked Fandisk object. As described in Section III-D and as can be observed from Fig. 6 , the proposed methodology preserves well the original mesh after watermarking.
In order to visualize the specific location of distortions, in Fig. 7(a) and (b) , we represent the local distortion measured by between the surface of the watermarked and original Bunny objects when using ProMean and ProVar watermarking methods, respectively. In these figures we consider the same source location and number of bits as in Fig. 1 . It can be observed that the watermarking errors produced by VPS are rather uniformly distributed, they only accumulate within each isogeodesic strip and do not propagate to other strips.
B. Information Embedding Capacity
In the following, we analyze the embedding capacity when varying the number of embedded bits, for . The detection results for the proposed two methods are provided in Table III . It can be observed that there are some problems with the ability to retrieve the watermark code when embedding bits into a simple object such as the Fandisk, which is a small CAD graphical object with the surface made up of few and mostly large planes.
C. Robustness Evaluation
Here, we evaluate the watermark robustness to various attacks. In [15] , it was stated that ChoMean and ChoVar methods are not suitable for watermarking Computer Aided Design (CAD) graphical objects which contain flat regions and consequently for a a fair comparison we exclude the Fandisk object from the robustness tests which are only carried out on the other four objects from Table II . Four methods, ProMean, ProVar, ChoMean, and ChoVar, are compared when considering a diversity of attacks such as: additive noise, smoothing, mesh simplification, quantization, and uniform remeshing. Fig. 8 shows the watermarked Bunny after various attacks. In the experiments we vary the intensity of the attack up to the level where the resulting object becomes seriously degraded and we present the average detection results when embedding and detecting 100 different watermark codes, of 64 bits each, by using 100 different random keys. Noise added to the vertex locations of the watermarked object can model a large category of possible attacks which may affect the ability to retrieve the watermark code. In the following, we consider additive random noise according to the following distortion equation:
(38) where represents the distorted watermarked vertex is the percentage of which corresponds to the largest Euclidean distance measured from the object center to each vertex, is a unitary vector with random direction. The direction of spans the entire range of possible angles. Fig. 8(a) shows watermarked Bunny surface corrupted with additive noise when . The plots from Fig. 9 show the robustness against noise when varying for the four methods, ProMean, ProVar, ChoMean, and ChoVar, for all four graphical objects. From these plots, it can be observed that ProMean and ChoMean methods provide better results than ProVar and ChoVar due to the fact that variance based watermarking is more sensitive to noise.
We use the Laplacian smoothing method proposed in [28] for the smoothing attack. A watermarked and smoothed Bunny, when considering a smoothing parameter and ten iterations according to the method from [28] , is shown in Fig. 8(b) . The watermark robustness to surface smoothing plots are shown in Fig. 10 . As can be observed from the plots, ProMean provides slightly better results for Bunny, Head and Statue graphical objects while ProVar is better for the Dragon. This is due to the fact that the Dragon is an object characterized by a large variance of its surface, which benefits a watermarking method based on variance change. Smoothing the graphical object surface tends to remove the changes embedded by Cho's watermarking algorithms which rely on perturbations in vertex norms.
Mesh simplification is used in graphics for compressing, coding and in other applications. Connectivity attacks such as mesh simplification usually would destroy the watermarks embedded by most methods [4] . The quadratic metric simplification software, described in [26] , was used for testing the robustness at mesh simplification and represents a stronger attack for the watermarked surface than other mesh simplification algorithms. Fig. 8(c) shows the watermarked Bunny object after being 90% simplified and it can be observed that its surface is locally flattened. Fig. 11 displays the plots showing the resistance to mesh simplification attack for the four objects when using all four methods. Except for the Bunny object, where all four methods provide similar results, ProMean and ProVar are slightly less robust than Cho's methods to mesh simplification. This is due to the fact that the vertices displaced during watermarking by ProMean and ProVar preserve better the surface and consequently are more likely to be removed during mesh simplification when using [26] . Fig. 8(d) shows the Bunny object represented using 7 bits quantization. In this attack, the range of vertex coordinates on each axis is quantized by a specific number of bits. As shown in Fig. 12 , all four algorithms are fairly robust up to 8 bits quantization. ProMean provides the best results for the Head, Statue and Dragon graphical objects, while ChoMean and ProMean provide better results for the Bunny when compared with ChoVar and ProVar methods.
We compare the robustness of all four watermarking methods against the resampling attack by using the algorithm proposed in [29] . This attack consists of uniformly sampling random vertices from the graphical object surface and connecting them in a way that is not related to the original mesh. The number of sampled vertices represent 100%, 80%, 60%, 40%, 20% from the total number of vertices in the original object and the results are shown in Fig. 13 . As can be observed from these plots the best results are provided by ProVar followed by ProMean for all four objects.
D. Parameter Influence
The proposed graphics watermarking methodology depends only on the size of the watermark code length . In the following, we study the effect of the embedding capacity size when watermarking the Bunny object. Fig. 14(a) shows the distortion measured by (37), when embedding bits. Fig. 14(b) provides the error when the watermark strength is in the range for all four methods. It can be observed that the distortion increases linearly with for all four methods from Fig. 14(b) . From the plots from Fig. 14, it is evident that the proposed methods, whose names start with Pro, show much lower distortions for the whole range of , when compared with the methods which start with Cho, which use the same histogram-based watermark embedding procedure depending on the watermark strength parameter . It can be observed from these figures that the watermarking methods based on changing the variance by using (17) provide lower levels of distortion than those based on changing the mean of histograms by using (12) . The plots from Fig. 15 show the robustness of the watermarked Bunny to mesh simplification, by using the approach from [26] , when simultaneously increasing the embedded bit capacity for ProMean and ProVar methods. From these plots, the graphical objects embedding a larger amount of information are performing worse under the mesh simplification when compared with those carrying fewer bits. The plots from Fig. 16(a) and (b) show the robustness at noise, when increasing the strength factor , for ProMean and ProVar, respectively. It can be observed that, when increasing , we improve the watermark robustness up to a certain level. However, for , the errors on the graphical object surface may become significant. 
E. Evaluation of the Impact for Object Misalignment and for Mislocating the Source Point
In this study, we evaluate the influence of the object center location and axes alignment orientation for the watermark detection performance. As mentioned in Section III-A, the starting point can be defined in different ways. First, we use the Bunny graphical object in order to compare the robustness of the principal axis alignment for the following methods: volume moments, surface moments, PCA alignment. The surface moment alignment is analogous to the volume moment alignment as described in [25] . The error of locating the center after considering various mesh surface attacks, is given by the Euclidean difference between the object centers before and after the attack. The alignment error is measured by the angle difference between the principal axes of the two objects. The results for the angle error between the principal axes and the resulting bias in the object center location, when considering additive noise to the watermarked object, are shown in Fig. 17(a) and (b) , respectively. Results of the same error evaluations when considering mesh simplification are shown in Fig. 17(c) and (d) , respectively. Clearly, the volume alignment method has the highest robustness in all of these experiments. However, the volume alignment will be undefined for objects which are not closed or which contain holes. PCA based watermarking scheme can be used on nonclosed objects but suffers of other drawbacks such as an undefined positive principal axis [30] or low robustness against mesh simplification.
Small changes in the orientation of the principal axis for the watermarked object after attacks can cause significant errors in the detection stage. In Fig. 18 , we compare the detection errors for the Bunny object after the noise and simplification attacks when considering various ways for deciding on the starting point when calculating the geodesic distances. We compare the volume alignment described in Section III-A with the PCA alignment and the robust feature point detection described in [24] for deciding . In the plot from Fig. 18(a) , we consider additive noise according to (38), while in Fig. 18(b) we consider the mesh simplification method described in [26] . As it can be observed from these plots, all three source point localization methods provide similar robustness against additive noise because such an attack does not significantly change the object center or its principal axis. However, the mesh simplification can affect differently various regions of the graphical object leading to changes in the object center as well as to the orientation of its main axes. It can be observed from Fig. 18(b) that, by using PCA for finding the source location, is particularly sensitive to mesh simplification leading to low bit-detection rates. Defining robust feature points as the source for calculating geodesic distances gives the highest robustness overall. However, the computational complexity required for finding the robust feature point is of . Moreover, locating the source at a specific feature point results in a reduced security since this can be easily guessed by an attacker. After considering both the computational complexity and the security to attacks we decided to use the volume moment alignment for defining the starting point , as described in Section III-A.
F. Computational Complexity and the Convergence of the Algorithm
The computational complexity of the proposed watermark embedding methodology is of the order , where is the number of vertices and represents the average number of vertex neighbors from the set for each updating vertex. The first component of the computational complexity corresponds to FMM while the watermark embedding using VPS consists of changing at most a vertex per triangle. However, the updating may have to be repeated a number of times equal to the number of adjacent vertices, which are contained in the set as well, in order to ensure that the updated geodesic distance is truly consistent with the watermark bit distribution. All of the experiments are carried out on a computer with the CPU as AMD Athlon 64 X2 Dual Core Processor , 2.20 GHz, 8 GB RAM under a 64-b Linux operating system. The processing times in seconds required by various stages of the proposed methods are provided in Table IV , where the times corresponding to each processing stage are indicated for the entire graphical object. It takes approximately 3 h to find the significant feature point when using the method from [24] on the Bunny object which is the smallest object used in our experiments. Table V provides the convergence results for the VPS algorithm. When one vertex is moved to its new position, its corresponding geodesic distance is updated. Then it is possible that a different geodesic distance is calculated from another triangle rather than the one which was used initially, due to the fact that the new geodesic path is actually shorter. So that vertex may be required to be moved again in order to ensure that its geodesic distance satisfies the watermark embedding condition. In this case, the vertex may end up being displaced back and forth repeatedly. As observed from Table V, the VPS algorithm shows very good convergence rates when changing either the mean or the variance of the histogram of geodesic distances, according to either (12) or (17) , for all four graphical objects. In our implementation, if the vertex is changed for more than 50 iterations, we treat it as a nonconvergent vertex case and jump out the current loop. About 80% of vertices require only one iteration for their updating when embedding the watermark. There are only very few vertices whose updating according to the watermark code would result in infinite loops. Such cases are detected and the iteration process stopped with a best possible embedding, proceeding afterwards with the statistical embedding procedure. The watermark robustness is not affected following this procedure due to the statistical nature of watermark embedding. 
G. Receiver Operating Characteristic (ROC) Analysis
In this study, we analyze the ROC curves representing the relation between the probability of false positives and the probability of false negatives . The probabilities and are evaluated by varying the decision threshold in the correlation for the bits extracted from each object when deciding whether the watermark is present or not, as in [5] , [14] , and [15] . The ROC curves show the probability plotted against . The tests are performed for 100 correct and 100 wrong keys and the correlation results are approximated by Gaussian distributions. Fig. 19(a) and (c) shows the ROC curves for the Bunny object for ProMean and ProVar when considering additive noise levels corresponding to in (38). Fig. 19 (b) and (d) shows the ROC curves for the Bunny object for ProMean and ProVar when considering mesh simplifications of 25%, 50%, 75% . The equal error rate (EER) is indicated in each plot from these figures. As it can be observed from Fig. 19 the ProMean provide better results than ProVar and much better results than the ROC results provided in [15] in the case of both attacks.
VI. CONCLUSION
This paper proposes a new statistical 3-D watermarking methodology based on embeddings into geodesic distance distributions calculated from the object surface using the FMM. The proposed method has the following pre-watermarking stages: object alignment, defining a source location and the 3-D graphical object surface split into strips. The vertices from each strip are used for embedding a single bit. Two different statistical methods are proposed for watermark embedding by changing the distribution mean and variance, respectively, of geodesic distance distributions from each strip. Vertices are changed along the graphical object surface, using the Vertex Placement Scheme. The study from this paper shows that the proposed methodology ensures a minimal distortion in graphical objects following watermarking. The proposed method requires only the knowledge of the watermark code length in the detection stage, has low computational demands and results in watermarks which are robust to various mesh attacks except for object cropping which would change the object center. Overall, the proposed methodology provides a very good tradeoff among the requirements of watermarking: surface preservation, robustness to attacks, bit capacity embedding and watermark security. Surface preservation following 3-D watermarking is required in a large variety of applications, including for CAD objects, medical visualization, 3-D graphics for patent registration, or in virtual markets for graphical objects.
